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1. Purpose

The purpose of this document is to provide guidance for the use of the VERePAY
Portal. This guide is intended to be used by Merchants wishing to use the
VERePAY Portal application.
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2. Overview

The VERePAY Portal (VERePAY) is a web browser based Portal application
provides powerful tools for submitting and reporting on transactions. This portal
includes a powerful virtual terminal as well as several reports that allow the
merchant or client to be able to research transactions. In addition, it allows for
authorizations to be settled or voided and settled transaction to be refunded.
Another feature of the portal is the ability to mark a credit card as being blocked
which prevents the card from being used either through the virtual terminal or
through the VERePAY API (the API allows the submission of transaction through
a HTTPS Pair/Value Post. Technical details of the API can be found in the
VERePAY Web Services Developers Guide). This is not the only way we fight
fraud. We control AVS and CVV settings on behalf of the merchants. In this
manner we enforce a level of protection onto the merchant. We can set allowable
AVS and CVV responses at the terminal level. In addition, we support
international AVS. Security is also important to us. We utilize HTTPS Secure
Socket Layers for both the API and also the Portal application. VERePAY resides
in a state of the art processing, PCI certified facility. Load balancing and
redundancy are utilized to provide for maximum availability. Unique architecture
of the application makes it impossible to access our database server from the
web. For added peace of mind we encrypt all sensitive data, including Card
Numbers, terminal numbers and all credentials using a very complex
implementation of 3DES encryption that utilizes multiple keys and vectors. In
addition, we will never show a complete card number on any of our systems. We
will continually be adding new features to VERePAY, and welcome comments
and suggestions from all our users. Rest assured, if you do experience any
problems, we have staff available 24 hours a day.
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3. Portal

Overview

The VERePAY Portal (VERePAY) is a web application that is accessed through
a web browser. Access to the system is through a user id and password. It
provides secure access to a various modules including a Virtual Terminal, Fraud
Settings and Reports. This guide walks you through VERePAY from accessing
the system to submitting transaction through the virtual terminal, viewing the
various reports, setting fraud parameters, viewing and changing Account settings
and exiting the system. New users should read the guide in the order presented
while experienced users should jump to just the sections of interest.

Testing and Production Environments

We utilize various environments for testing and production. The test environment
should be used when learning to use VERePAY. For normal use, the production
system should be used. Test user ids can not be used in the production system.

Test System

The test system Portal is located at http://dev.verepay.cc. Before you can begin
testing you will need to obtain a user id and password for the test portal.

Our test system is outside of our PCI environment and is not secured by SSL.
For this reason we do not recommend the use of live card numbers within the
Virtual Terminal. Instead, please use the test card numbers shown below for the
test system.

Card Type Test Card Number
Visa 4444333322221111
MasterCard 5123456789012346
American 343434343434343
Express

Discover 6011111111111117
Diners 30569309025904

Obtaining a User ID and password for the test Porta 1.

Please email support@verepay.cc to request a test logon. Please provide your
name, company name and contact details.

Production System
The Production Portal is located at https://www.verepay.cc.
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Accessing the VERePAY Portal

VERePAY is accessed through a web browser. We recommend the use of
Internet Explorer 5.5 or above and strongly recommend using the most up to
date version of Internet Explorer. To access VERePAY, open a web browser and
browse to the appropriate URL for either the test of production systems. For
production this is https://www.verepay.cc. This will display the logon page for the
Portal.

Please Log In
Chient Humbher: | i

Loginc quest
Passworik
= zion-in
Account locked or Password forgotten?
Lagine .éllllle'et'
Emnail Ahiress: | |

Entartha amail addrarr ameciabed vaith your e B9 208 poam rad
This vl sesal yece pazowaed b the amail Jddress

Rezed

To access the system, enter your user id in the Login field and then enter your
password in the Password field as shown below. When accessing VERePAY for
the first time, or whenever your password has been reset, the password will be
the same as your user id.

Please Log In
Chient Humbher: | i

Loginc quest
Passwonik

= zion-in
Account locked or Password forgotten?
Lagine .éllllle'et'
Emnail Ahiress: | |

Entartha amail addrarr ameciabed vaith your e B9 208 poam rad
This vl sesal yece pazowaed b the amail Jddress

Rezed

Press the sign-in button to log on to VERePAY. The Client Number field is only
used for Client logons.

First Time Logon

The first time you access VERePAY, or anytime your password is reset, you will
be presented with the Change Password page. You can also change your
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password at any time (see the Change Password section). The Change
Password page will be displayed. You must enter your current password in the
Old Password field and a new password in the New Password field. Re-enter the
new password in Confirm Password field as shown below.

Py

Home Wirtual Terminal REeports RS- D Search  Fraud Settings  Logout

Account Settings Change Password

Cha Fas

Flease change your pagsword,

Old Password: |
Credential Review i
_ ) : New Password: |
Credential Rewvieuw |
Confirm Passwori; |
Settlement Time Admin |
Settlement Time

Password Rules

VERePAY requires strong passwords. Once a password has been changed, the
old password can not be reused for 6 months. Your password will expire every
60 days. If you feel that a password has been compromised, please change it
immediately (see the Change Password section). Passwords must be a minimum
6 characters long and must have at least one of each of the following, Uppercase
Letters, Lowercase Letters and Numbers. We strongly discourage the sharing of
user ids. We will supply as many user ids and passwords to your account as you
need. Please contact your account representative for additional user ids.

Navigating VERePAY

Once you are logged on to VERePAY, you will be presented with the Home
page. This page contains the main menu at the top.
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m\lirtualTerminal Reports Account Settings Search Fraud Settings Logout

Merchant Platform Home
Welcome to the Merchant Platform! 09-01-2003

More Power at more levels from merchant to agent and higher. Stronger reporting abilities and better
administration. An all round more powerful experience.

Email Addresses are Very Important! 11-30-2004

We've made it easy for you to reset your password. The only catch is that your email address must be
correct. Click Here to check and update your email address

System Maintenance 09-01-2003

Switching between processors? Verepay allows you to implement once then switch at will. We handle
the conversion of formats to a common, easy to use format. Mo more fighting with complex formats,
strange protocols or complex cedifications. We take the pain out of processing.

Each page is broken into three pieces. At the top is the main menu, to the left is
the sub menu and in the main part of the screen the content. Main modules are
accessed through the main menu. Each main module, e.g. Virtual Terminal, can
contain sub modules e.g. Manual Transactions and Transaction Review. Sub
Modules are accessed through the Sub Menu for a module. Sub Modules can
contain many pages. These are accessed by pressing buttons and clicking links
in the Content.

Main Menu

The main menu is at the top of each page within VERePAY. It contains links to all
the main modules within VERePAY. In addition it contains the Logout menu link
that will cause you to exit the system. To access a module, click on one of the
main menu links e.g. Virtual Terminal. This will display the initial page for the
menu option.

Pay

m\lirtualTerminal Reports Account Settings Search Fraud Settings Logout

Sub Menu

The sub menu is displayed on the left of each page. It has a dark blue
background. The contents of the sub menu depend on the module being viewed
(i.e. based on which Main Menu link has been selected). For some modules
there will be no Sub Menu option. To select a sub menu, click on the required
link.
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Virtual Terminal
Manual Transactions

Manual Transactions allow you to enter a customer's information (credit card number, billing address,
shipping address, etc) in order to create a new transaction.

Transaction Review

Transaction Review allows you to search for transactions, which were run on or after to February 1st,
2008, using multiple criteria and the work on the group of selected transactions. You can void, capture
and refund transactions from the group retrieved and submitthem as a group, reducing the effort taken to
manage transactions.

Transaction Review Arcive

Transaction Review Archive allows you to search for transactions, which were run prior to February 1st,
2006, using multiple criteria and the work on the group of selected transactions. You can void, capture
and refund transactions from the group retrieved and submitthem as a group, reducing the effort taken to
manage transactions.

Content

The main part of the screen, to the right of the sub menu, is the Content. This is
the part of the page where modules run. This is where the Virtual Terminal
appears and also where all the reports are shown. The main menu and sub
menu items control what is initially shown in the Content part. Buttons and links
on the Content part can change what is displayed.
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4. Virtual Terminal

Overview

The Virtual Terminal is a powerful module that allows for the secure submission
of credit card transactions. It supports many transaction types e.g. Authorization
as well as multiple transaction sources e.g. Ecommerce. The Virtual Terminal
supports AVS as well as CVV. The Virtual Terminal is made up of two sub
modules, Manual Transactions which is the terminal and allows for transactions
to be manually submitted, and Transaction Review which allows transactions to
be easily worked on as a group.

Manual Transactions

Overview

The Manual Transaction sub module is an easy to use Virtual Terminal that
allows transactions to be manually entered into VERePAY. It supports many
transaction types and transaction sources supporting not just Ecommerce, but
also Retail and MOTO.

Transaction Types

Manual Transactions supports many types of transaction. Currently it supports
Authorization, Capture/Settle a Previously authorized transaction, Blind Credit,
Refund a Previously settled transaction, Void a Previously Authorized transaction
and Force/Voice Authorization.

Transaction Sources

Manual Transactions is designed to support transactions being entered from
various sources. This includes Ecommerce, Retail, Mail Order, Telephone Order
and Fax Order.

Authorization

Authorizations are the most common type of transaction that is entered through
Manual Transactions. An authorization reserves funds from a cardholder’s
account for the merchant. An authorization must be settled in order for the funds
to be taken from the cardholder and given to the merchant. If the terminal has

©VirtualTrak 2006 All Rights Reserved.



VERePAY Portal Merchant User Guide V5.1

been set up for AutoClose, all successful authorizations will automatically be
settled.

Auto Close

A terminal can be set to automatically settle all successful authorizations. This
means that once an authorization has been successfully processed, VERePAY
will automatically mark the transaction for settlement. To turn this feature on,
contact your account representative. Ecommerce and MOTO merchants that
require time to process orders should not use Auto Close, instead they should
manually settle the authorization at time when the order has been processed or
shipped.

Entering an Authorization
To enter an authorization, follow the step by steps instructions shown below.

1. Access Manual Transactions
Click on the Virtual Terminal Main Menu link. Next, click on the Manual
Transactions Sub Menu Link. This will display the Manual Transaction terminal.

2. Enter the transaction details

©VirtualTrak 2006 All Rights Reserved.
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Select Authorization from the Type combo box. Next, set the Mode combo box to
the appropriate setting e.g. Ecommerce for ecommerce transaction. Finally enter
the transaction details. At a minimum, Credit Card #, Expiration Date and Amount
are required for an authorization. We strongly recommend entering the Security
Code as well as the Billing Information. The terminal will be set up to only allow
certain CVV and AVS response codes. CVV response codes are generated
based on the Security Code. AVS response codes are generated based on the
Billing Information. Not entering either the Security Code or the Billing
Information may cause AVS or CVV Declines.

3. Submit the Authorization

Once all the details have been entered, press the Submit Transaction button.
This will take you to the Confirmation page where you will confirm the transaction
prior to the final submission of the authorization.

4. Confirm the Authorization

The Manual Transaction Confirmation will be display once the Submit
Transaction on the Virtual Terminal has been pressed.

Confirm all of the authorization details. If all of the details are correct, press the
Complete Transaction button to submit the authorization for processing.
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NOTE: The Complete Transaction button should only be pressed once. Pressing
it multiple times may result in multiple authorizations being applied against the
cardholder.

If there are any errors in the authorization details, press the Edit Transaction
button to return to the Virtual Terminal to correct the details.

PCI NOTE: Once you have entered the card number of the Virtual Terminal and
pressed the Submit Transaction button you will no longer see the complete card
number. We only ever show the last four digits of the card number. As an added
security feature, if the Edit Transaction button is pressed, the card number on the
virtual terminal will be masked to show only the last four digits. The authorization
will still process against the correct card number so there is no need to retype the
card number.

Also, although the security code is entered on the terminal, we only use it for the
processing of the authorization. We do not ever store the security code in any of
our systems. We utilize a complex form of 3DES encryption to ensure that
cardholder data is securely encrypted when stored within the VERePAY system.
We never store a card number unencrypted.

5. Process the Result.
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Once the Complete Transaction button has been pressed, the authorization will
be submitted to VERePAY for processing. This processing includes validating the
authorization details, fraud screening the authorization, routing the authorization
to the appropriate processor for processing, converting the authorization result to
a generic format and then presenting the result on the Result Page. This takes a
few seconds. This is normal so do not press the Complete Transaction button a
second time. This may cause the authorization to be processed multiple times,
placing multiple reserves against the cardholder’s account.

The most important parts of the result are the result shown in red (SUCCESS)
and the Transaction ID (69196) which is used for settling, voiding or refunding
the transaction.

To enter another transaction, click the Add another Manual Transaction link.

Capture/Settle a Previous Authorization

Unless the terminal has been set up to Auto Close successful authorizations
(See Auto Close) it is necessary to manually settle successful authorizations.
This means that you mark an authorization for settlement. This is also known as
capturing an authorization. It does not immediately settle the authorization,
simply marks the authorization for settlement. Once an authorization settles, the
funds reserved in the cardholder’s account are transferred to the merchant.
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When does a Transaction Marked for Settlement Reall y Settle?

Marking an authorization for settlement (or capturing the authorization) does not
immediately settle the authorization. It simple means that the next time the
processor settles transactions it will settle. Depending on the processor being
used, the authorization will either be marked for settlement at the processor or
will be marked for settlement within VERePAY. The processor or VERePAY will
then submit the marked authorizations for settlement at the appropriate time.

Entering a Capture/Settle

To enter Capture/Settle (Settle), follow the step by steps instructions shown
below.

1. Access Manual Transactions
Click on the Virtual Terminal Main Menu

2. Enter the transaction details

Select Capture/Settle from the Type combo box. Next, set the Mode combo box
to the appropriate setting e.g. Ecommerce for ecommerce transaction. Finally
enter the transaction details. At a minimum, Credit Card #, Expiration Date,
Transaction Amount (the amount to be settled.), Original Authorization Amount
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and Original Transaction ID (from the result of the authorization) are required for
a Capture/Settle.

3. Submit the Capture/Settle

Once all the details have been entered, press the Submit Transaction button.
This will take you to the Confirmation page where you will confirm the transaction
prior to the final submission of the capture/settle.

4. Confirm the Capture/Settle

The Manual Transaction Confirmation will be display once the Submit
Transaction on the Virtual Terminal has been pressed.
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Confirm all of the capture/settle details. If all of the details are correct, press the
Complete Transaction button to submit the capture/settle for processing.

If there are any errors in the details, press the Edit Transaction button to return to
the Virtual Terminal to correct the details.

PCI NOTE: Once you have entered the card number of the Virtual Terminal and
pressed the Submit Transaction button you will no longer see the complete card
number. We only ever show the last four digits of the card number. As an added
security feature, if the Edit Transaction button is pressed, the card number on the
virtual terminal will be masked to show only the last four digits. The capture/settle
will still process against the correct card number so there is no need to retype the
card number. We utilize a complex form of 3DES encryption to ensure that
cardholder data is securely encrypted when stored within the VERePAY system.
We never store a card number unencrypted.

5. Process the Result.

Once the Complete Transaction button has been pressed, the capture/settle will
be submitted to VERePAY for processing. This processing includes validating the
capture/settle details and routing the capture/settle to the appropriate processor
for processing, converting the capture/settle result to a generic format and then
presenting the result on the Result Page. This takes a few seconds. This is
normal so do not press the Complete Transaction button a second time.
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Trying to Capture/Settle an Authorization Multiple Times

Once an authorization has been Captured/Settled, it can not be captures/settled
again. Attempting to settle it a second time will be rejected during the validation
stage of submission. The following result will be displayed.
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Trying to Capture/Settle an Incorrect Original Tran  saction ID

The Original Transaction ID entered during Capture/Settle must exist. Attempting
to settle an invalid transaction will cause it to be rejected during the validation
stage of submission. The following result will be displayed.
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Refund a Previously Settled Transaction

A transaction can only be refunded after it has settled. VERePAY supports full
refunds and also partial refunds as long as the combined total for all refunds
against a single transaction do not exceed the settled transaction amount for the
original transaction. A refund is the crediting of a cardholders account either the
full or part of the original transaction amount that was debited from the
cardholder.

Entering a Refund
To enter a Refund, follow the step by steps instructions shown below.

1. Access Manual Transactions
Click on the Virtual Terminal Main Menu
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2. Enter the transaction details

Select Credit/Refund from the Type combo box. Next, set the Mode combo box
to the appropriate setting e.g. Ecommerce for ecommerce transaction. Finally
enter the transaction details. At a minimum, Credit Card #, Expiration Date,
Transaction Amount (the amount to be refunded), Original Transaction Amount
and Original Transaction ID (from the settled transaction) are required for a
Refund.
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3. Submit the Refund

Once all the details have been entered, press the Submit Transaction button.
This will take you to the Confirmation page where you will confirm the transaction
prior to the final submission of the refund.

4. Confirm the Refund

The Manual Transaction Confirmation will be display once the Submit
Transaction on the Virtual Terminal has been pressed.
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Confirm all of the Refund details. If all of the details are correct, press the
Complete Transaction button to submit the Refund for processing.

If there are any errors in the details, press the Edit Transaction button to return to
the Virtual Terminal to correct the details.

PCI NOTE: Once you have entered the card number of the Virtual Terminal and
pressed the Submit Transaction button you will no longer see the complete card
number. We only ever show the last four digits of the card number. As an added
security feature, if the Edit Transaction button is pressed, the card number on the
virtual terminal will be masked to show only the last four digits. The capture/settle
will still process against the correct card number so there is no need to retype the
card number. We utilize a complex form of 3DES encryption to ensure that
cardholder data is securely encrypted when stored within the VERePAY system.
We never store a card number unencrypted.

5. Process the Result.

Once the Complete Transaction button has been pressed, the Refund will be
submitted to VERePAY for processing. This processing includes validating the
Refund details and routing the Refund to the appropriate processor for
processing, converting the Refund result to a generic format and then presenting
the result on the Result Page. This takes a few seconds. This is normal so do not
press the Complete Transaction button a second time. Unlike authorizations,
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Refunds do not need to be settled manually. They will always be marked for
settlement immediately. They can not be reversed.

Attempting to Refund Beyond the Original Transactio n Amount

Multiple partial refunds can be applied to the same original transaction as long as
the combined refunded amount does not exceed the original settled amount. An

attempt to refund more than the original amount will be declined with the
message shown below.
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Trying to Refund an Incorrect Original Transaction ID

The Original Transaction ID entered during a Refund must exist. Attempting to
refund an invalid transaction will cause it to be rejected during the validation
stage of submission. The following result will be displayed.
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Issuing a Credit

Credits are different from Refunds. A refund is made against an original settled
transaction while a credit is issued against a credit card and is not tied to an
original settled transaction. A credit is the crediting of a cardholder account for a
certain amount. Where possible, we advise the use of Refunds over Credits (see
Refund a Previously Settled Transaction).

Entering a Credit
To enter a Credit, follow the step by steps instructions shown below.

1. Access Manual Transactions
Click on the Virtual Terminal Main Menu
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2. Enter the Credit transaction details

Select Credit/Refund from the Type combo box. Next, set the Mode combo box
to the appropriate setting e.g. Ecommerce for ecommerce transaction. Finally
enter the transaction details. At a minimum, Credit Card #, Expiration Date and
Transaction Amount (the amount to be credited) are required for a Credit.
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3. Submit the Credit

Once all the details have been entered, press the Submit Transaction button.
This will take you to the Confirmation page where you will confirm the transaction
prior to the final submission of the credit.

4. Confirm the Credit

The Manual Transaction Confirmation will be display once the Submit
Transaction on the Virtual Terminal has been pressed.

©VirtualTrak 2006 All Rights Reserved.



VERePAY Portal Merchant User Guide V5.1

Confirm all of the Credit details. If all of the details are correct, press the
Complete Transaction button to submit the Credit for processing.

If there are any errors in the details, press the Edit Transaction button to return to
the Virtual Terminal to correct the details.

PCI NOTE: Once you have entered the card number of the Virtual Terminal and
pressed the Submit Transaction button you will no longer see the complete card
number. We only ever show the last four digits of the card number. As an added
security feature, if the Edit Transaction button is pressed, the card number on the
virtual terminal will be masked to show only the last four digits. The credit will still
process against the correct card number so there is no need to retype the card
number. We utilize a complex form of 3DES encryption to ensure that cardholder
data is securely encrypted when stored within the VERePAY system. We never
store a card number unencrypted.

5. Process the Result.

Once the Complete Transaction button has been pressed, the Credit will be
submitted to VERePAY for processing. This processing includes validating the
Credit details and routing the Credit to the appropriate processor for processing,
converting the Credit result to a generic format and then presenting the result on
the Result Page. This takes a few seconds. This is normal so do not press the
Complete Transaction button a second time. Unlike authorizations, Credits do not
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need to be settled manually. They will always be marked for settlement
immediately. They can not be reversed.

Issuing a Void

An authorization can be voided only before it is settled. If an authorization has
been settled, it will be necessary to perform a refund to credit back the
cardholder (see Refund a Previously Settled Transaction). A void transaction
cancels a successful authorization and prevents it from being settled.

Entering a Void
To enter a Void, follow the step by steps instructions shown below.

1. Access Manual Transactions
Click on the Virtual Terminal Main Menu
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2. Enter the Void transaction details

Select Void from the Type combo box. Next, set the Mode combo box to the
appropriate setting e.g. Ecommerce for ecommerce transaction. Finally enter the
transaction details. At a minimum, Credit Card #, Expiration Date, Original
Transaction Amount and Original Transaction ID (from the authorized
transaction) are required for a Void.
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3. Submit the Void

Once all the details have been entered, press the Submit Transaction button.
This will take you to the Confirmation page where you will confirm the transaction
prior to the final submission of the void.

4. Confirm the Void

The Manual Transaction Confirmation will be display once the Submit
Transaction on the Virtual Terminal has been pressed.
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Confirm all of the Void details. If all of the details are correct, press the Complete
Transaction button to submit the Void for processing.

If there are any errors in the details, press the Edit Transaction button to return to
the Virtual Terminal to correct the details.

PCI NOTE: Once you have entered the card number of the Virtual Terminal and
pressed the Submit Transaction button you will no longer see the complete card
number. We only ever show the last four digits of the card number. As an added
security feature, if the Edit Transaction button is pressed, the card number on the
virtual terminal will be masked to show only the last four digits. The void will still
process against the correct card number so there is no need to retype the card
number. We utilize a complex form of 3DES encryption to ensure that cardholder
data is securely encrypted when stored within the VERePAY system. We never
store a card number unencrypted.

5. Process the Result.

Once the Complete Transaction button has been pressed, the Void will be
submitted to VERePAY for processing. This processing includes validating the
Credit details and routing the Void to the appropriate processor for processing,
converting the Void result to a generic format and then presenting the result on
the Result Page. This takes a few seconds. This is normal so do not press the
Complete Transaction button a second time. Unlike authorizations, Voids do not
need to be settled. They can not be reversed.
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Trying to Void an Authorization Multiple Times

Once an authorization has been voided, it can not be voided again. Attempting to
void it a second time will be rejected during the validation stage of submission.
The following result will be displayed.
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Trying to Void an Incorrect Original Transaction ID

The Original Transaction ID entered during Void must exist. Attempting to void an
invalid transaction will cause it to be rejected during the validation stage of
submission. The following result will be displayed.
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Force/Voice Authorization

A Force or Voice Authorization is similar to an authorization except it is not sent
to the processor for authorization. It is used when a regular authorization is not
possible and an authorization code has been obtained by another source e.g. by
calling a number to obtain a voice authorization.

To enter a’force authorization, follow the step by steps instructions shown below.
6. Access Manual Transactions

Click on the Virtual Terminal Main Menu link. Next, click on the Manual
Transactions Sub Menu Link. This will display the Manual Transaction terminal.
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7. Enter the transaction details

Select Force / Voice Authorization from the Type combo box. Next, set the Mode
combo box to the appropriate setting e.g. Ecommerce for ecommerce
transaction. Finally enter the transaction details. At a minimum, Credit Card #,
Expiration Date, Voice Auth # and Amount are required for a force authorization.
We strongly recommend entering the Security Code as well as the Billing
Information. The terminal will be set up to only allow certain CVV and AVS
response codes. CVV response codes are generated based on the Security
Code. AVS response codes are generated based on the Billing Information. Not
entering either the Security Code or the Billing Information may cause AVS or
CVV Declines.

8. Submit the Authorization

Once all the details have been entered, press the Submit Transaction button.
This will take you to the Confirmation page where you will confirm the transaction
prior to the final submission of the authorization.

9. Confirm the Authorization

The Manual Transaction Confirmation will be display once the Submit
Transaction on the Virtual Terminal has been pressed.
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Confirm all of the authorization details. If all of the details are correct, press the
Complete Transaction button to submit the authorization for processing.

NOTE: The Complete Transaction button should only be pressed once. Pressing
it multiple times may result in multiple authorizations being applied against the
cardholder.

If there are any errors in the authorization details, press the Edit Transaction
button to return to the Virtual Terminal to correct the details.

PCI NOTE: Once you have entered the card number of the Virtual Terminal and
pressed the Submit Transaction button you will no longer see the complete card
number. We only ever show the last four digits of the card number. As an added
security feature, if the Edit Transaction button is pressed, the card number on the
virtual terminal will be masked to show only the last four digits. The authorization
will still process against the correct card number so there is no need to retype the
card number.
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Also, although the security code is entered on the terminal, we only use it for the
processing of the authorization. We do not ever store the security code in any of
our systems. We utilize a complex form of 3DES encryption to ensure that
cardholder data is securely encrypted when stored within the VERePAY system.
We never store a card number unencrypted.

10.Process the Result.

Once the Complete Transaction button has been pressed, the authorization will
be submitted to VERePAY for processing. This processing includes validating the
authorization details, fraud screening the authorization, routing the authorization
to the appropriate processor for processing, converting the authorization result to
a generic format and then presenting the result on the Result Page. This takes a
few seconds. This is normal so do not press the Complete Transaction button a
second time. This may cause the authorization to be processed multiple times,
placing multiple reserves against the cardholder’s account.

©VirtualTrak 2006 All Rights Reserved.




VERePAY Portal Merchant User Guide V5.1

Transaction Review

Overview

The Transaction Review sub module is a very powerful application that allows a
group of transactions to be worked on at one time. This means that some
authorizations can be settled, others voided and settled transaction refunded at
the same time. This reduces the amount of time required to service transactions.

Transaction Types

Transaction Review supports many types of transaction. Currently it supports
Sales, Credit/Refund, Void and Force/Voice Auth.
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Transaction Status

Transaction Review supports many transaction statuses. Currently it supports
Authorized, Declined, Captured/Settled, Voided and Reversed.

Card Types

Transaction Review supports many card types. Currently it supports Visa and
MasterCard, Visa, MasterCard, American Express, Discover, Diners, JCB and
Enroute.

Using Transaction Review

The Transaction Review Sub Module is accessed by Clicking on the Virtual
Terminal Main Menu Item, followed by the Transaction Review Sub Menu Item.
This will display the Transaction Review Page, shown below.
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The top of the Transaction Review page shows the criteria available to use to
guery for transactions to work on.

Retrieve Transactions

To retrieve transactions to work on, enter criteria in the search criteria box and
press the Submit Query button. This will search for transaction that match the
search criteria and will display them below the Search Criteria box.
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Work the Transactions

Once the transactions have been retrieved, they can be worked. This includes
being able to Void, Settle and Refund the transactions. The actions available for
each transaction are dependant on the type and status of the transaction. To
work a transaction or transactions, follow the instructions shown below.

1. Click on the Action to be performed

2. Change the Amount if required

3. Repeat Steps 1 and 2 for all other transactions that are to be
worked
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4. Press the Submit Transactions button
5. Review the Results
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5. Reports

Overview

VERePAY offers two reports. These are the Activity Report and the Summary
Report. The Activity Report shows transaction details while the Summary Report
shows a summary of transaction activity. Both reports are accessed from the
Reports Module which is accessed by clicking on the Reports Main Menu link.

This will display the Reports Module.

Report Search Criteria

Both the Activity and Summary reports share the same search criteria. This is
shown at the top of both report pages, contained within the Report Criteria box.
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Transaction Type

The reports support searching by the various transaction types including Sale,
Credit/Refund, Void and Force/Voice Auth.

Transaction Status

The reports support searching by various transaction statuses. These include
Authorized, Declined, Captures/Settled and Voided.

Card Type

The reports support searching by various card types. These include Visa and
MasterCard, Visa, MasterCard, American Express, Discover, Diners, JCB and
Enroute.
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Activity Report

The Activity Report displays detailed transactional data. The Activity Report is
accessed by clicking on the Reports Main Menu item, then clicking the Activity
Report Sub Menu Item. This will display the Activity Report page.

Using Activity Report

The Activity Report Sub Module page is broken into two parts. The top of the
page shows the criteria available to use to produce the report. The bottom of the
page shows the report.

Produce the Report

To produce the Activity Report, enter criteria in the report criteria box and press
the Submit Query button. This will search for transactions that match the report
criteria and will display them below the Report Criteria box.
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Sorting the Report

The Activity Report can be sorted by transaction id, transaction date, settled
date, card type, status, card number and card type. To sort the report by a
particular column, click the heading for the column to sort on e.g. Tran ID. This
will cause the report to be sorted by that column. Clicking the column heading
again will sort in the opposite order.
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Paging

Then number of report entries to display on a page is controlled by the Page
Size. This is part of the Report Criteria. If there are more report entries than can
fit on a page, page numbers will appear above and below the report results. To

page, click on the required page.

Summary Report

The Summary Report displays a summary of transaction activity broken down by
transaction date, processor, transaction type, transaction status and card type.
The Summary Report is accessed by clicking on the Reports Main Menu item,
then clicking the Summary Report Sub Menu Item. This will display the Summary

Report page.
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Using Summary Report

The Summary Report Sub Module page is broken into two parts. The top of the
page shows the criteria available to use to produce the report. The bottom of the
page shows the report.

Produce the Report

To produce the Summary Report, enter criteria in the report criteria box and
press the Submit Query button. This will search for aggregated transactions that
match the report criteria and will display them below the Report Criteria box.
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View the Transactions for a Summary Row

Once the Summary Report has been produced, it is possible to view the details
for one of the rows that make up the report. To do this, click on the View link to
the left of the row for which the details are to be shown. This will display the
Activity Report for the criteria of the selected row.
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6. Account Settings

Overview

The Account Settings Module is used to change a password and also retrieve
and change the credentials that are required for using the VERePAY APIs. To
access Account Settings, click on the Main Menu Account Settings link.

Change Password

At any time that you feel that your password has been compromised, you should
immediately change your password. To do this, click on the Change Password
Sub Menu link on the Account Settings application. This will display the change
password age.
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To change your password, enter your current password in the Old Password
field, and then enter a new password in the New Password field. Next, enter the
new password in the Confirm Password field and press the Save button. The
New Password must confirm to the VERePAY password rules (See Password
Rules).

Credential Review

The Credential Review Sub Module is used to retrieve and also re-generate the
credentials used with the VERePAY APIs. The VERePAY APIs are used to
securely submit transactions to VERePAY. To find out further details about the
APIs that are available, please contact your account representative. Credential
Review is accessed by clicking on the Credential Review Sub Menu item on the
Account Settings Module. This will display the Credential Review Page.
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This shows the Terminal Number and Terminal Key that must be sent in for all
transaction types through the VERePAY APIs.

Generating a New Terminal Key

We recommend generating a new terminal key on a monthly basis or whenever
you feel that the current key has been compromised. After you generate a new
key, ensure that your software is updated to use the new key. To generate a new
Terminal Key, access the Credential Review Sub Module by clicking on the
Credential Review Sub Menu Link on the Account Settings module. Next, click
the Generate button to generate a new key.
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Search

Overview

The Search module is used to search for specific transactions. It is similar to the
Activity Report, but has additional Search Criteria and also shows additional
fields in the results. The Search Module is accessed by clicking on the Main
Menu Search link. This will display the Search Module.

Using Search

The Search Module page is broken into two parts. The top of the page shows the
search criteria available. The bottom of the page shows the results of the search.

Search Criteria
The Search Criteria is shown within the Search Criteria box.
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Transaction Type

Search supports searching by the various transaction types including Sale,
Credit/Refund, Void and Force/Voice Auth.

Transaction Status

Search supports searching by various transaction statuses. These include
Authorized, Declined, Captures/Settled and Voided.

Card Type

Search supports searching by various card types. These include Visa and
MasterCard, Visa, MasterCard, American Express, Discover, Diners, JCB and
Enroute.
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Search for Transactions

To Search for transactions, enter criteria in the search criteria box and press the
Submit Query button. This will search for transactions that match the search
criteria and will display them below the Search Criteria box.

Sorting the Search Results

The Search Results can be sorted by transaction id, transaction date, settled
date, card type, status, card number and card type. To sort the report by a
particular column, click the heading for the column to sort on e.g. Tran Date. This
will cause the report to be sorted by that column. Clicking the column heading
again will sort in the opposite order.
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Paging

Then number of result entries to display on a page is controlled by the Page
Size. This is part of the Search Criteria. If there are more result entries than can
fit on a page, page numbers will appear above and below the report results. To

page, click on the required page.
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7. Fraud Settings

Overview

The Fraud Settings Modules provides sub modules for helping to reduce fraud.
This is in addition to AVS and CVV checks that are already handled. The Blocked
Card Sub Module allows card numbers to be blocked which prevents a card
number from being use at a merchant. The Fraud Settings Module is accessed
by clicking the Main Menu Fraud Settings link.

Blocked Cards

The Blocked Cards Sub Module provides merchants with the ability to block a
card. This will prevent the card from being used at the merchant. In addition, it is
possible for a entities above the merchant e.g. ISO to block cards, which then
prevents the card from being used by any of the merchants that the entity
represents. A card will remain blocked until the entity that blocked the card
unblocks it. To access Blocked Cards click on the Blocked Cards Review Sub
Menu link on the Fraud Settings Module. This will display the Blocked Cards
Review Page.

Blocking a Card

There are two methods for blocking a card. These are to manually enter a card
number to block or to search for a transaction with that has the card number and
then select to block it.
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Manually Block a Card

To manually block a card, enter the card number in the Card Number field and
the Expiry Date in the Expiry Date field and press the Block Card button. This will
add the card to the blocked cards list.

Search for the Card Number by Transaction

To block a card that was used for a transaction, enter the search criteria that you
want to search by in the Search Criteria box and then press the Submit Button.
This will display all transaction that meets the entered criteria.
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Next, check the Block check box next to the transaction that contains the card
number to block and then press the Submit Changes button.
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Unblock a Blocked Card
To unblock a card that has been blocked check the "UnBlock" check box next to
the card number to unblock in the Blocked Cards table. Next, press the Submit

Changes button.
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You can only unblock card numbers that were initially blocked by you
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8. Logoff

Overview

The main menu Logoff link will log you off of the system and take you back to the
Log on page. It is always a good idea to log off of the system every time you
have finished using it or when you walk away from it. This increases security.

Logging Out of VERePAY
To log out of VERePAY, click on the Logoff main menu link.

This will log you out of VERePAY and will send you back to the log on page.
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